PexoMeHaanuu mo npeaAoTBPANICHUIO YTEYKH HHPOPMATUU

1. Mepsl 3a1uuThHI HH(pOpMaALUH

C menpr0 TpeAOTBpAIEHUS peaTu3alii yrpo3 0e30macHOCTH WH(OopMaIuy,
CBSI3aHHBIX C YTEUKOH 3alUIIaeMoil HHPpOpMAIK, HEOOXOIUMO MPUHSATE CIETYIOIINe
JIOTIOJTHUTETHHBIE MEPHI 3aIUTHI HH()OPMAIIUN:

1. 3anpeTuTh BO3MOYKHOCTh pa3MEIICHUS 3allluilaeMoi HHpopMaruu B 001a4HBIX
CEpBHCax, a TAKXKE e¢ Imepeaauy yepes MecceHpkepsl, Google Docs u apyrue cepBHCEHI.

2. ObGecnieunTh KOHTPOJIb COAEPKUMOrO (haiyioB, MepeiaBaeMbIX IMOCPEICTBOM
AIIEKTPOHHOM IMOYTHI, C TPUMEHEHUEM CHCTEM IPENOTBPAIICHUS YTEUKH MH(OpManuu

(DLP-cucrem).

3. IlpoBectn ayiuT NOAKIIOYAEMBIX K aBTOMATH3UPOBAHHBIM PabOYMM MeCTam
CbEMHBIX MAIIMHHBIX HOCUTENed HMH(pOpMAlMM M aHAJIW3 3alKUChIBAEMONW Ha HHUX
uH(popMauu (HanpuMep, peam30BaTh TEXHOJIIOTHIO KTEHEBOTO KOMUPOBAHUSD).

4. OOecneunTh OTCJIEKHUBAHUE TEOJIOKAIIMU IOJIb30BATENEH, OCYIIECTBISIOIINX
yAAJIEHHOE MOJIKJIFOYeHHE K MTH(POPMALIMOHHON HHPPACTPYKTYpE.

5. O6ecnieynTh MOHUTOPHUHT UH(DPOPMAITMOHHBIX PECYPCOB, PACTIONOKEHHBIX B CETH
«HTEepHET», HA TIPEAMET BBIABJICHUS yTEUEK 3alluIaeMod HH(pOpMAaIluKd BEIOMCTBA
(opranuzaiuu), U ONepaTUBHOE MPHHATHE MEP MO MPEAOTBpAIICHUIO yiepOa Takoi
YTEUKH.

6. B ciydae BbIsiBiIeHUS (PAKTOB YTEUKH 3alllMIIaeMON MH(POpPMAIMU B BEIOMCTBE
(opranu3zanum) He0OX0IMMO BBIMIOJHUTH CIIEAYIOLIME IEPBOOYEPETHBIE MEPOTIPUSATHUSA:

CMEHUTH YUETHBIE JJAHHBIE TTOJIH30BATENCH U aIMUHUCTPATOPOB UH(MOPMAITMOHHBIX
CHUCTEM M peasiu30BaTh JBYX(AKTOPHYIO ayTeHTU(DUKALNIO (TTPU BO3ZMOKHOCTH);

Py yTeuke KOH(GUTYpaIMOHHOW HHGOpMAIMKA 00ECIIeYUTh MOHUTOPUHT 3aIPOCOB
Ha JIOCTyn K WH(GOPMAIMOHHON HHQPPACTPYKTYpE W OINEPATHBHOE pearnpoBaHUE HaA
MOTBITKM HECAHKITMOHUPOBAHHOTO JIOCTYTIA K HEH.

7. B cBsI3u C TpeKpalieHueM MNOIAEPK KU ONepalMOHHbIX cucteM Microsoft
Windows 7 u Microsoft Windows Server 2008 R2 u, cOOTBETCTBEHHO, MPEKpaIieHuEM
BBIITyCKa OOHOBJICHUN 0€30MaCHOCTH, HEOOXOIUMO MPOBECTH MEPOIPHUATHS 11O BBHIBOY
M3 DKCIUTyaTallud JaHHBIX OIIEPAllMOHHBIX CHUCTEM M 3aMEHE HMX Ha AaKTyaJIbHBIE,
NoJAAep>KUBAEMbIE Pa3pabOTUHKOM.

8. PaccMoTpeTh OTEUECTBEHHBIE AbTEPHATHUBBI 3apyOEKHBIM TOCTABIIUKAM
uHpopmarmu 06 naaukaropax kommpometaiuu (1oC).



9. OGecnieunTh pe3epBHOE KOMHMPOBAHUE B M30JIMPOBAHHOM CETMEHTE CUCTEMBI.
[IpoBecTn TeCTHPOBAaHME BOCCTAHOBJIEHUS W3 PE3EPBHBIX Komui. JlocTym K 3TOMY
CErMEHTY JIOJKEH ObITh MUHUMHU3UPOBAH I10 OEJBIM CIIUCKAaM C 3alpeTOM JOCTYIa U3
cetu «MHTEpHETY.

10. 3ampeTuTh OTHPABKY COOBITHI OC30MACHOCTH BO BHEIIHUE HHOCTPAHHBIC
cepsuchl (Cloud SIEM, Cloud EDR, SOC u MDR).

11. He wucmonmp3oBaTh perno3utopuii xpaneHust koxa github mns paGorter Han
coOcTBeHHbIMH TIpoeKTamu. [Ipy HEOOXOOUMOCTH pa3BEpHYTh CBOW H30JIMPOBAHHBIN
CEpBEP PEIO3UTOPHUEB.

12. VCKIOYHTh TPUMEHEHHE CEPBHCOB OOMEHA TEKCTOM, TAaKHX, KaK H €ro
AHAJIOTOB IS nepeaayun YyBCTBUTEILHOU uHpOpMaIny, Harpumep,
KOH(UTYpallMOHHBIX (HaiJIOB, UCXOAHOTO MPOTrPaMMHOTO KOJa MpU HEOOXOIUMOCTH
pa3BEepHYTh YaCTHBINM CEPBUC OOMEHA TEKCTOM (Hampumep, privatebin).

2. Mepsl 3amuThH HHGOPMALIMHU OT YIpo3 Oe3o0nacHocTH MHGpoOpMaLuH,
peajn3yeMbIX BHYyTPEHHUMH HAPYIIMTEJIAMHA

1. OTKJIFOYHTD YOAICHHBIH JOCTYI K KpUTHYHBIM CUCTEMaM U CETSAM, MPETOCTaBIISASA
€ro TOJBKO II0 COIJIACOBAaHHOH 3asBKE M Ha KOPOTKUH HMHTEpBA BPEMEHU IS
BBITIOJTHEHHUS padoT.

2. Peann3zoBarh 3anuch AEHCTBUI MPUBUIETHPOBAHHOTO MOJIb30BATENSA, BKIKOYAs
KOP ceccuu (mpy BO3MOKHOCTH).

3. Opranu3oBarthb pOJIEBYIO MOJIEIb IOCTYTIA MOJIB30BaTENEH TAKUM 00pa30M, YTOOBI
TOT, KTO UMEET aJIMUHUCTPATUBHBIN JTOCTYI K CUCTEMaM, HEe MMEII TIPaB Ha yAaJICHUE U
MOAU(UKAIINIO PE3EPBHBIX KOMUM 0a3 JaHHBIX.

4. BHecTH W3MEHEHHUS B MpPOLEAYypYy MNPOBEAEHUS OOHOBJIEHHI MPOrpaMMHOTO
oOecnieueHus. B ocoOblil mepuos JOMKHBI MPOBOJUTHCS TOJNBKO KPUTHUECKHE
OOHOBJIEHHS, IPOILIEIINE TUIATEIbHYIO IPOBEPKY OE30MACHOCTH



